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1
Decision/action requested

This discussion document argues the need for a study on how to adapt BEST for use in 5G networks supporting AKMA.
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3
Discussion
3.1
Introduction
The 3GPP BEST service as specified in TS 33.163 [1] enables secure communication between a UE and a middle or an endpoint server based on a 4G network architecture. The BEST service enables the derivation of keys through the use of 3GPP authentication procedures and 3GPP keys. In this respect it strongly resembles the mechanism of AKMA as specified in 3GPP TS 33.535 [2]. Due to this resemblance and the fact that BEST is not yet adapted natively to 5G networks, it appears beneficial to try to adapt the BEST services, architecture, and procedures for use in 5G networks with the use of AKMA. This document discusses some of the issues encountered when trying to do this.

3.2.
Background
Defining the HPLMN Security Endpoint (HSE) and the Enterprise Application Server (EAS) entities, the BEST service provides three subservices:

-
The BEST UE-to-HSE UP service, also known as End-to-Middle security (between UE and HSE);

-
The BEST UE-to-EAS UP service, also known as End-to-End security (between UE and EAS via the HSE);

-
The BEST Key Agreement only service.

The first two services make use of the BEST specific End-to-Middle Secure Data Protcol (EMSDP) which consists of a control plane part and a user plane part. The control plane part establishes the keys and the integrity and encryption protocols to be used by the protocol. The end-to-middle communication (between UE and HSE) is secured via the keys KE2Menc and KE2Mint, while the end-to-end communication (between UE to EAS) is secured via the keys KE2Eenc and KE2Eint, all of which are ultimately derived from the keys CK and IK obtained from the HSS via the S6a interfacen by the HSE. 

3.3
Issues

When trying to adapt BEST for use in 5G networks supporting AKMA, a first attempt would be to use the following mapping:
-
Map BEST HSE to AKMA AAnF;

-
Map BEST EAS to AKMA AF;

-
Map BEST Intermediate Key to the AKMA key KAKMA;

-
Map BEST EAS_PSK to the AKMA key KAF.

This mapping apparently would replace the EMSDP key generation and authentication functionality. Beyond that, the following items are to be considered:
-
The EMSDP UP securing the UE-to-HSE and the UE-to-EAS UP communication;

-
The selection of integrity and encryption protocols used by EMSDP which is currently the function of the EMSDP CP;

- 
In BEST, the keys KE2Menc and KE2Mint are directly derived from keys CK and IK (obtained through a successful authentication); in AKMA the keys CK and IK are not provided to the AKMA AAnF; indirectly the keys KE2Eenc and KE2Eint are also derived from the keys CK and IK, but replacing Intermediate Key by KAKMA and EAS_PSK by KAF may already solve this;
-
The EMSDP CP does not (yet) support the negotiation of 5G integrity and encryption protocols;
-
Communication between the 5G CP and the UPF HSE/EAS.

3.4
Conclusion

The above shows that in order to adapt BEST for use in 5G networks supporting AKMA a number of issues need to be solved. Therefore it can be concluded that a study is needed.
4
Detailed proposal

It is proposed to start a Study Item "Adapting BEST for use in 5G networks supporting AKMA".
